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Abstract— In recurrent years, Internet of Things (IoT) 

being a scheme of interrelated computing devices that are 

provided with unique identifiers and with the ability to 

transfer data over a network without requiring human-to-

computer or even human-to-human interaction, there are 

common example of IoTs that include Smart technologies 

like Nest Smart Home, Kisi Smart Lock, canary security 

systems, mirrors, bags, watches, gloves, tracking systems 

among others, IoTs have emerged in the computing 

arenas. Due to this increased usage of IoTs in some 

aspects, its performance has not been focused on per the 

current studies. In this paper, we present a detailed 

comprehensive study on the main performance of IoTs. 

The main IoTs have been further examined and analyzed, 

like a case, for example, IoT security, IoT congestion 

control, IoT flow control, IoT energy consumption 

efficiency in different aspects of the computing. The 

summarized table of the IoT performance evaluation can 

be used by researchers in developing models that solve the 

presented current technological issues.   

Keywords— Internet of Things; Energy Evaluation; Security 

Assessments; Wireless Computing; Control Measures 

I.  INTRODUCTION  

Internet of Things (IoT) has been noticed as a key factor in 

computing systems that influence the performance regardless 

of its usage.  Data Protection is the main research subject of the 

IoT since the systems keep on infiltrate deeper into our private 

lives, where systems sense, process, and save all types of data. 

This situation several challenges to security and privacy facets, 

particularly to applications running on resource limiter systems 

appraiser selected well-established data protection mechanisms 

that make possible confidentiality and integrity of data. 

Especially, they check out the performance of several 

cryptographic blocks and flow ciphers, hashing algorithms, 

message authentication codes, signature mechanisms, and key 

exchange protocols performed on the most advanced resource 

limiter systems. By providing restriction and data throughput 

values, their achieved results facilitate the computation of 

performance/data protection thresholds and ease the design and 

development of secure IoT systems [1]. 

Rafique and Ali Shah in [11] It's awaited that millions of 

systems will be linked with other systems via IoT. Several 

sights of IoT, like security, have been widely probed in the 

literature. Although, the research gets attention on how to 

Identification and security of IoT. They have an opinion that 

it's too serious to study how the IoT subtractions will answers 

when an enormous value of data is created by IoT systems. 

They as well as want to assure that the current network 

subtractions will have no problem, because the current services 

may block. Besides, that, privacy and security are the 

enormous worries for IoT. In this paper, privacy and security 

had a double contribution. At first, they studied the 

performance subjects of IoT network subtractions for 

parameters like delay, load, and throughput, etc. Then, they 

analyzed the overheads that are created as a consequence of 

deploying security in IoT.  

The most important concerns about IoT networks are the 

security of the connections IoT nodes and the Transport Layer. 

Whereof the vast bulk of IoT nodes are forced in conditions of 

immense influence use and computational capabilities, the 

security of their connections is frequently easily noticed. 

therefore, new IoT hardware platforms view this absence of 

security by containing hardware-increased cryptographic 

capabilities. This chance will arise to exert Outstanding 

security Method like the Transport Layer Security (TLS).  

Two cases of TLS verification algorithms (namely ECDSA 

and RSA) are compared with the utilization of an IoT node 

with ESP32 SoC (System-on-Chip) resource constraint. the 

experiments Have been guided via the notion of security level, 

which is possible an impartial comparison in terms of the 

computational power needed to split all cryptographic 

algorithms into a certain, security level from 80 to 192 

experiment. A 512-byte JSON file downloads 100 continuous 

periods whilst calculating together energy use and the median 
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time per transaction. M. Suárez-Albela et al [21] show that 

Real-world scenario experimenting is needed to specify which 

security configuration is the best selection for a ha`rdware 

platform, but ECDSA goes beyond all RSA testing. secp256r1 

has a higher level of security than secp224r1, while the 

secp256r1 curve increases due to optimizations in ECC 

operation libraries. 
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The fast expansion of IoT leads to the production of huge 

volumes of data. A considerable section of this data is 

sensitive. A. Al-Hasnawi et al [36] explain safeguarding 

sensitive IoT data called Policy Enforcement Fog Module 

(PEFM). Forced implementation of separate policies for IoT 

sensitive data - wherever this data is available throughout their 

lifecycle, is a key task of the PEFM solution. Property of 

PEFM is its position in the fog computing substructure, which 

insure that PEFM works as nearly as feasible to data sources in 

the edge. PEFM for Remote Applications enables a Self-safe 

method based on the building and broadcast of active data 

Bundles (ADBs). In contrast, for local applications, PEFM 

utilizes the IoT policy directly. Displays the results obtained 

from the simulation that even apply 1 to 5 extra privacy 

policies to get better data privacy - punishments are reasonable 

in terms of runtime and latency (about 12-15% and 19-13%, 

respectively). Given the number of real-time limitations, 

surveys display that PEFM is Comparable for real-time IoT 

applications. 

Nhan Vo et al [42], energy harvesting (EH) from radio 

Waves and safety subjects in IoT sensor networks with various 

non-core relays pay attention. especially, the communication 

protocol is break up into two stages. The first stage is used for 

EH, where the IoT sensor nodes (SNs) are located and transmit 

the power from the vigor transmission stations. The second 

stages are used to transfer data in two steps: 1) The chosen SN 

employed the acquired energy to transmit data to the controller 

and relays And (2) the selected relay transmits data to the 

controller using the onward-and-Reinforce protocol to get 

References parameters Methods Problem IoT Performance 

Criteria 

[90] 

 

[91] 

wireless access 

network 

Analyzing the 

performance of IOT 

messaging protocols  

Unreliable and 

inferior bandwidth 

Performance of IoT 

protocols under 

constrained network,  

[88] 

 

[89] 

Common Search 

engine 

Named based 

transfer protocols  

Http protocol have a 

large overhead 

Transfer protocols of tiny 

data blocks in IoT  

[85] 

[86] 

runtime, latency, 

real-time 

Optimal 

Communication 

Node deployment 

Methods without 

third-party 

intervention 

Blockchain-Enabled 

Wireless  

[83] 

[84] 

physical layer 

security 

fuzzy logic-based 

solution  

IEEE 802.15.4 link 

quality protocols  

Performance Optimization  

[79] 

 

[80] 

Resource 

unemployment 

 

blockchain-enabled 

IoT systems 

High power need in 

safety  

Performance Optimization 

for Blockchain-Enabled 

Industrial IoT 

[81] bandwidth 

utilization 

analytic patterns  Methods without 

third- intervention 

Blockchain-Enabled 

Wireless  

[82] cost Estimate 

optimization 

algorithm  

Orchestration  Function Chaining for IoT 

 

 

Table 1.  A Summarized Table for Security 
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better the quality of the communication between the SN and the controller.  
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 When the broadcast of data, the controller is subject to loss 

of data because of the relay possible operation as an 

eavesdropper (an unreliable relay). Therefore, to get better the 

privacy efficiency of the contemplate system, they suggest an 

optimal plot, namely the Best Sensor-Best-untrusted Relay 

(BSBR), and compare this plot with a random-sensor-random-

untrusted-relay and a threshold-based design. The Closed 

phrases for the secrecy outage probability (SOP) and secrecy 

throughput (ST) are created and confirmed by Monte Carlo 

simulation to verify the premier presentation of their method 

EH time optimization and objective privacy rate optimization 

algorithms are also presented. moreover, the effects of EH 

time, EH Productivity factor, the amount of SNs and 

Unreliable relays, and the degree of target secrecy in SOP and 

ST are investigated. Their results presentation that the BSBR, 

in general, perform better than the two basic designs in terms 

of SOP and ST. 

Focusing on the safety and performance issues of enormous 

IoT data, blockchain is contemplated as a hopeful solution to 

store, process, and share data securely and efficiently. To meet 

the high power need, M. Liu et al [37] suggest a deep 

reinforcement learning (DRL) performance-based optimization 

framework for blockchain-enabled IoT systems, whose 

objectives are triple:1) Providing a way to evaluate the system 

in terms of scalability, decentralization, security, and delay .2) 

Improving the scalability of the infrastructure blockchain 

without affecting the decentralization, delay, and security of 

the system; And 3) sketching a customizable blockchain for 

IoT systems, where block manufacturers, Integration 

algorithms, block sizes, and block spacing can be selected and 

adjusted using the DRL method. The simulation consequences 

show that their suggested framework can Better returns of 

blockchain-enabled IoT systems and be well reconcile to IoT 

dynamics.  

The modern development in data impelled technology has 

significantly standardized software-defined networking (SDN) 

features for different cloud-enabled streamlined applications. 

SDN also leverages the operational price of IoT sponsored the 

diverse and dynamic user necessary cases by on-line services. 

Though, the collaboration of various wireless networking 

components has created IoT unsafe for many natures of 

security attacks while worked with SDN.  A robust security 

framework namely (Framework for Internet of Things 

References parameters Methods Problem IoT Performance Criteria 

[76] Packet error rates High computing 

power and data 

bandwidth 

System 

Management  

Industrial IoT anomaly 

detection 

[75] Suitable algorithms An efficacious and 

effectual deploy cloud 

resources 

Cloud resources 

in IoT 

Performance Tradeoff Based 

[74] Throughput  Analytical Research 

of Short-range radio 

technology 

Short-range 

radio 

technology 

Bluetooth 5 in IoT 

[73] Bit error rate and 

packet error rate 

frequent transfer 

mechanism to 

increase coverage 

coverage 

enhancement in 

IoT 

Complementary GFDM 

[73] Correct transfer, 

ergodic throughput 

GFMA efforts Sprawling 

traffic by IoT 

Sporadic Traffic in Massive 

IoT Networks 

 

 

Table 2.  A summarized Table for Energy Consumption 
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Security) abbreviated as RF-IoT to address security loopholes has been Provided in the IoT networking environment [48].  
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To examine the impact and to describe relevant study 

challenges in the RFID area, this work produces the idea of the 

needed measurements by applying SDR technology, while 

arguing that PHY and MAC layers should be observed at 

integrally. To develop DFSA throughput (the number of 

reading tags in the unit of time) and so race up tag 

identification, easy calculations show that the number of tags 

should match the frame size. In changing RFID scenarios, such 

as intelligent shops or mechanical surroundings, it is important 

to know every good, with a used RFID tag, before it moves the 

examination space. Currently, mercantile reader solutions 

choose DFSA protocol as a mild MAC that controls the 

connection between a reader and various tags. Though, the 

literature presenting RFID performance explains that tag 

responsiveness is stochastic, while this has been usually 

neglected when considering the throughput. In the evaluation 

crusades, the metric of TRP is applied, provided as tag reply 

chance distribution, which can be applied for displaying the 

MAC layer as detailed [49]. 

How to give uncomfortable bounds (with sufficient data) 

reported on the performance of the best-unbiased algorithms 

requiring a parameter from the attacked data and 

communications following an expected statistical model 

reading whence the sensor data depends on the parameter ere 

the attack. These attacks provide a certified attack performance 

in terms of the bounds careless of the algorithms the unbiased 

opinion system employs. IoT developed pervasive sensing and 

inspection abilities by the support of new digital relationships, 

signal processing, and large propagation of sensors without 

present difficult security challenges. The decisions exist 

notwithstanding the unbiased estimation algorithm selected, 

which could operate deep learning, machine learning, statistical 

signal processing, or any other way. Attackers can change the 

data registering or communicate of the IoT sensors, which can 

become a serious impression on each algorithm applying these 

data for reasoning [50]. 

        The rest of this paper is structured as follows. In section 

2, we present IoT related work focusing on controls including 

flow control. In section 3, we present studies on energy 

consumption efficiency. In section 4, we depict media Access 

controls and integrated applications related to IoT. In section 

5, we present reliability evaluations, blockchain, and other IoT 

related applications. Lastly, we conclude the article in section 

the same section. 

Evaluation Criteria Challenge /Program Proposed 

Approaches 

Parameters Reference 

Dynamic 

performance of 

smart sensor 

network using IoT 

Incorporated 

electronics software 

sensors 

Using the algorithm localization, 

deployment, network 

layer, QoS 

[72] 

 

[71] 

Disaster Response 

Robots 

Improve rescue from 

danger operations 

Implementation of 

movability 

Mobility [70] 

 

[69] 

Deployment for 

Healthcare Services 

Deployment the 

medical databases 

Queuing model to 

minimized fog and 

cloud resources 

Response time [68] 

 

[67] 

Management 

Platforms 

Referencing to the 

heterogeneous of 

platforms 

Using the most well-

known IOT network 

management 

Response time, 

transfer rate 

[66] 

[65] 

Open Source IoT 

Platforms 

No benchmark 

evaluation 

Decrease the 

difficulties 

Throughput and 

Response time and 

consistency 

[64] 

 

Use Case based 

approach 

Control connections Under limited 

wireless access 

network 

Inferior bandwidth [63] 

 

[62] 

 

 

Table 3.  A Summarized Table for Integrated Applications  
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II. RELATED WORK  

In this section, we present IoT related works focusing on 

controls including flow control as detailed below.  

 

Although solar chimney power plant (SCPP) has a hopeful 

potential to transform the solar energy to electric power, more 

trials are required to guarantee its successful commercialization 

on a big scale. The main obstacles concerning the bing-scale 

applications of SCPP are its performance, volume size, and 

dependency on solar irradiation. The immediate performance 

parameters (temperature, solar intensity, wind speed, open-

circuit voltage, power, etc.) were measured and further 

processed using IoT. Everything has been observed IoT offers 

a hopeful potential to improve system performance by giving a 

full picture of all measurements [51]. 

 Constrained application protocol (CoAP) was introduced 

via the Internet engineering job power as a web transfer 

protocol in the IoT. Video applications and IoT objects 

communicate by CoAP. CoAP describes a mild congestion 

control mechanism that can implement reliable communication 

in IoT endpoints. Though, the congestion control mechanism 

was not intended considering video streaming applications. In 

this study, they have decided on the performance of video 

streaming applications for reliable CoAP communications in 

devices over a wireless network. Besides, they have examined 

the result of the segment duration of a video doing streamed 

over CoAP. The trials had proved that the default 

retransmission RTO is very great for the video streaming 

application. A low addition in packet damage can significantly 

change the video download time which develops the risk of 

playback delay. During trials, they have proved that the 

performance of video streaming applications can be increased 

by tuning the congestion control parameters according to the 

network conditions [51].  

 Although the transmission capacity and processing power 

of network devices have been heightened lately, packetized 

schemes should too be optimized, studying that many hundred 

billion IoT devices will be attached to networks through 2020. 

In the Internet of Things (IoT), data blocks from a high number 

of sensors are packetized with IoT devices locates at the 

network's edge and are carried across networks. Based on 

research, it purposes packetized schemes for IoT devices that 

use ZigBee, which is a hopeful candidate for the 

implementation of IoT domain networks. The performance of 

these schemes is considered, and their implementation in a 

prototype system is defined to confirm their validity. In the 

purposed schemes, data blocks from multiple sensors are 

aggregated and bundled toward a packet [52].  

 Internet-of-Things devices last growing public, and any of 

them, so as sensors, generate continuous time-series data, i.e., 

streaming data. These IoT streaming data are one of Big Data 

sources, and they need particular attention for practical data 

processing and analysis.   a high-performance IoT streaming 

data prediction system introduced to advance the learning 

speed and to predict in real-time. Considering that, the high-

performance data learning or prediction frameworks (for 

example, Spark, Dist-Keras, and Hadoop) being showed 

primarily to quickly fine-tune a model for training and testing 

ere real deployment of the model as data accumulate [53]. 

III. ENERGY EFFICIENCY  

In section 3, we present studies on energy consumption 

efficiency.   

 

To begin within this section, H. Li et al. [2] with the 

development of LPWA technology, the NB-IoT has engrossed 

more consideration and provided a wide range of applications. 

A link of NB-IOT is an uplink from a UE (user equipment) 

to a BS (base station). Uplink transmission is a main 

component of NB-IoT, performing the sensor data set duty for 

many applications. Although, the performance of uplink 

transmission has not been exactly analyzed in the literature, 

whereas uplink performance demolition like latency could be 

detrimental to many applications with strict uplink 

performance requirements. In the paper, H. Li et al. presents a 

way of mathematically analyzing the performance of uplink 

transmission for NB-IoT systems, about the t latency and 

transmission reliability.  

 

Their model is precise with consideration of the protocol 

details and the recent features of NB-IoT, containing link 

quality, packet size, channel access contention, etc. They 

confirm the analytical results via detailed simulations. Results 

present that their analytical sample can achieve 83 percent 

accuracy for latency calculation and 96 percent accuracy for 

reliability calculation. Also, they show that the analytical 

results may be used to help protocol design for performance 

optimization, for example, repetition number tuning for 

decreasing the transmission latency. 

 

Andres-Maldonado et al. [3] NB-IOT technology appeared 

in version 13 as one of the solutions to provide cellular IOT 

connectivity. NB-IoT is designed to get better interior 

coverage, support of a great number of low-throughput 

systems, with lower delay requirements, and lower energy 

consumption. Especially, the wide coverage of NB-IoT creates 

an enormous challenge. The purpose is to cover devices in 
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regions formerly inaccessible by cellular networks due to 

influence losses or remote spots. The solution is NB-IOT 

utilizes bandwidth to decrease and repetitions.  

 

Although, for the targeted low range of SNR, the coverage 

increase due to repetitions may be significantly limited by the 

performance of the channel approximation. In the article, they 

provide an analytical evaluation framework to check the 

performance of NB-IoT. Their analysis contains the 

limitations due to realistic channel estimation (CE) and delves 

into the estimation of the SNR. Besides, results showed the 

influence of the cover development in the performance of the 

NB-IoT in the idiom of UE's uplink packet transmission 

latency and UE's battery life cycle. Especially, about UE's 

battery life cycle, for an MCL (maximum coupling loss) of 

164 dB, realistic CE evaluations take a battery life cycle 

decrease of nearly 90 percent contrasted to ideal CE. 

 

Khorov et al. [5] IEEE 802.11ah A new modifications to 

the Wi-Fi standard, modifies Wi-Fi networks to the emerging 

IoT. The main component of .11ah is the Restricted Access 

Window (RAW), a modern channel access mechanism, which 

decreases contention when even millions of IoT devices work 

in the same area by dedicating them to different channel times. 

This study presents that available studies falsely understand 

the RAW behavior, simplify its modeling and therewith 

estimate the actual system throughput several times, 

particularly for short durations of the reserved RAW slots.  

 

The main contribution of their study was a new exact model 

based on a different approach, which submits more exacts 

results and therewith permits better IoT system dimensioning. 

The extended model is appropriate for many scenarios typical 

for IoT. It allows discovering RAW parameters that optimize 

system performance in terms of throughput, power 

consumption, and packet loss ratio. The suggested solution is 

may be used for different traffic patterns: when each device 

transmits a single packet, a category of packets of random 

size, or it has full-buffer traffic. 

 

X. Li et al. [7] IOT faces too many challenges yet, one of 

which is how to expeditiously and effectively and efficiently 

allocate the cloud resources to take the favorable QOS for the 

IoT users and transmission domains. To face the challenges, at 

first, this study identifies that there is an issue of cost 

performance trade-off, which is due to different limited 

resources in the IoT devices and the challenging services 

requirements. Then they offer an optimization model that 

resolves the resource allocation problem.  

 

The optimization model looks to maximize the suggested 

IoT cost-performance ratio, within the limitation of resources 

and service requests. Then they find that the issue may have 

behaved as a quasi-concave maximization problem. They 

showed to be exactly the desired global one, which can 

decrease the basic problem to a pseudo-concave maximization 

problem and thereby recognize a convenient solution. 

Therefore, they offer a practical direction method and design 

its algorithm to get the desired solution. Finally, they represent 

an example to show the theoretical results of resource 

allocation and the suggested algorithm for cloud computing 

based on IoT systems. The mathematical findings and method 

suggested in this study may operate as designing instructions 

for resource allocation, calculating scheduling and networking 

protocol modeling in the cloud structure of IoT. 

 

Chen et al. [8] Multi-hop relaying is a basic technology that 

will provide connections in wide-scale networks like those 

encountered in IoT applications. Although the end-to-end 

transition rate reduces impressively as the number of hops 

increments when half-duplex (HD) relaying is employed. In 

the article, they check the outage probability and symbol error 

rate for both HD and full-duplex (FD) transition designs in 

multi-hop networks subject to interference from randomly 

distributed third-party devices. They design the positions of 

the participating devices as a Poisson point process. They get a 

closed-form phrase for the outage probability and estimations 

for the symbol-error rate for HD and FD transitions employing 

BPSK and QPSK. 

  

The symbol-error rate shows are got through with using a 

Markov chain model for the multi-hop decode-and-forward 

links. The sample exactly shows the nonlinear dynamical 

model of the network, whereby inaccurate symbolisms 

decoding may be “reformed” by a secondary inaccurate 

decoding operation in the network later. They confirm the 

analytical findings via simulations and present the HD and FD 

designs that may be utilized to decrease the error rate and 

outage probability of the device according to several interferer 

densities and remaining self-interference levels. The findings 

provide obvious guidelines for implementing HD and FD in 

multi-hop networks. 

 

Ji et al. [9] Their study studied the multiple Unmanned 

Aerial Vehicle (UAV) relays helped network in IoT devices 

raised with energy out coming until dominate the great scale 

fading among source and sink also get the green-friendly 

communications, where time switch (TS) and power splitting 

(PS) strategies were used for UAV relays to implement energy 

harvesting transition, which was as well as chosen with signal 
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to noise ratio (SNR) maximization criterion therefore that the 

final node may catch the optimal signal.  

 

However, the terminal node can be disordered by 

accumulated interference Due to compact network signaling 

interaction in the future 5G/B5G systems. So, after TS and PS 

protocols utilizing and designing, the closed-form statement of 

disconnection probability and bit error rate (BER) for UAV 

relay IOT devices endured with aggregated interference were 

concluded in detail. Besides, the delay and throughput 

confined state of UAV relay assisted transition was as well as 

analyzed rigorously. The analysis and derivations result 

demonstrated that the suggested multi-parameter common 

optimization of the scale factor, transiting power and UAV 

relay selection might effectively reduce the system outage 

probability and improve the device throughput and BER. 

Simulation tests confirmed the usefulness of the proposed 

projects and the validity of the theoretic analysis. 

 

W. Li et al. [10] Square lattice (SL), triangle lattice (TL), 

and hexagon lattice (HL) are extensively used arranged 

deployment schemas for industrial IoT. Although, the 

performance of cognitive-radio-based accessibility with these 

deployment schemas has not been tested yet. The study at first 

designs a transition scheduling procedure named cognitive 

access for regular topology (CART) in cognitive radio sensor 

networks (CRSNs) with high transition performance and 

negligible occupancy of channels.  

 

CART contains channel-and-timeslot dedicated designs, 

cooperative spectrum-sensing designs, and designs for 

investigating spectrum-sensing results (SSRs) in SL, TL, and 

HL. The study as well as analyzes acceptation bandwidth, 

CART’s cooperative spectrum-sensing performance, and 

coating schemas and transition delay for several transition 

interference-limited area. According to mathematical 

simulation and analysis, this study shows a comparison 

between CART and optimal transition scheduling procedure 

for single-channel and another comparison between these 

deployment schemas. The following experiments show for 

efficient deployment of CRSN: 

 

a) TL shows the optimal cooperative spectrum-

sensing performance between three schemas by 

data merger rule of 3 out of 7; 

b) Under the identical situations and area for 

deployment, SL prepared the optimal acceptation 

bandwidth; 

c) SL and TL cause to lowest transition delay for 

critical complete coverage;  

d) SL causes to the less transition delay for critical 

multiple coverages; 

e) The false alarm (FA) probability of a single node 

has little effect on transition delay, while the 

probability of primary user’s (PU) incident has 

perceptibly affected it;  

f)    Growing the ratio of transition timeslot to 

spectrum-sensing timeslot can reduction transition 

delays. 

To focus on the low power, single-hop and long-range 

wireless technology that has been imagined for IoT 

technologies having battery driven nodes. However, increment 

in the number of final devices and differing throughput 

requirements disrupt the performance of pure Aloha in 

LoRaWAN. Because of this restriction, they analyzed the 

performance of Aloha in LoRaWAN taking wide simulations. 

They used throughput, packet error rate (PER), energy 

consumption, and delay of systems varying number of end 

devices and extend several payload sizes as benchmarks. 

Besides, the simulation displays hopefuls results in throughput 

and PER compared to the pure Aloha. Despite that, increment 

in delay has been sawed in experiential evaluation. At last, 

they confirmed aloha LoRaWAN for Green IOT [14]. 

 

Novo [18] the rise of IoT means new challenges like 

managing a generally immense number of IoT systems. They 

have limitations for the huge number of IoT systems because 

of a variety of secure management frameworks for IoT. To 

prevail over those limitations, they have offered a distributed 

IoT management system based on blockchain. In the article, 

they estimated the rate of the throughput and the rate of the 

delay related to the devices and analyze several configurations 

of their solution to maximization the scalability. They found 

out their solution may scalable the same as existing IoT 

management systems. 

 

Zucchetto and Zanella [20] IoT systems communicate with 

other systems using many protocols, one of the most 

significant of them is the channel access method. Several 

transition technologies used for IoT and some kind of 

communication use ALOHA-based access or some kind of 

Listen Before Talk strategy. In the paper, they provided a 

comparison between IoT technologies channel access methods 

named ALOHA-based and Listen Before Talk designs. Also, 

they provided a performance comparison between successful 

transitions and energy efficiency. In particular IoT deployment 

results present that Listen Before Talk is efficient in 

decreasing interference for transitions, however, the energy 

efficiency may be less than that provided by ALOHA-based 

methods. Besides, the adoption of some of the schemes pulls 
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down energy consumption even for several long-range 

distances from the receiver. 

 

Another interesting study was done on the energy efficiency 

(EE) of IoT and D2D communications with the help of 

fundamental relay techniques. A cutoff probability constraint 

has been used to get better IoT-D2D coexistence and cellular 

communication, and to enhance cellular transmission of 

functional degradation and redundant interventions. An energy 

assignment method was derived from the disconnection 

probability interference limitation. Furthermore, besides, the 

simulation results corroborate the efficiency of the suggested 

method in loT-D2D communication [29].   

 

The pervasive selection of cloud in the IoT framework 

builds the underlying data centers to increase problems similar 

to the environmental carbon footprint and operational costs 

that arise from the large energy consumption of computing 

servers. Cloud Internet of Things (IoT) is a new model, where 

the conditions of IoT associated devices in terms of storage, 

data access, scalability, networking and computing, and 

complex analysis are solved through the use of the cloud 

computing infrastructure.  

 

The workload used for the evaluation is chosen to mean IoT 

applications, such as connected vehicles, wide-area 

measurement systems for the power grid, and smart meters for 

advanced meter infrastructure. Several works advanced virtual 

machine placement and task scheduling algorithms to decrease 

the energy consumption of the underlying cloud infrastructure. 

any algorithm uses a different environment, experimental 

setup, power consumption model and workload for its 

evaluation, making it difficult to differentiate among them 

[54]. 

 

 IoT has increased its outreach to virtually all aspects of our 

daily life. Therefore, it is important for reading and developing 

applications in IoT, where network coding is combined. By 

appropriating network coding in IoT, IoT energy expenditure 

can be decreased. they have optimized the performance of 

network coding-based communication and reliable storage in 

two primary components of IoT, including the IoT core 

network, anywhere data is sensed and forwarded, and the 

distributed cloud storage, where the data generated by the IoT 

core network is stored.  

 

Initial, they have intended an adaptive network coding 

scheme in the IoT core network to better transmission 

capability. Second, they have added the optimal storage 

allocation query in the network coding-based distributed cloud 

storage, which points at searching for the several reliable 

allotment allocations that distribute the n data components into 

data centers, given the collapse chance p of each data center. 

Lastly, a polynomial-time optimal storage allocation (OSA) 

design purposed to resolve the query [55].  

  

IV. MEDIA ACCESS CONTROL  

In section 4, we depict media Access controls and 

integrated applications related to IoT. IEEE standards like 

802.11ah protocol were individually designed to provide 

network connectivity to a high number of energy-efficient 

various quality of service (QoS), IoT devices. 

 

In section 4, we depict media Access controls and 

integrated applications related to IoT. IEEE standards like 

802.11ah protocol were individually designed to provide 

network connectivity to a high number of energy-efficient 

various quality of service (QoS), IoT devices.  

Restricted access window mechanism (RAWM) of the 

protocol is an innovative feature that points at lessening 

medium access contention by slotting the lighthouse interval 

and allowing an insufficient number of nodes to contend in a 

precise slot. medium access control layer performance metrics 

were evaluated main of differentiated QoS IoT nodes in the 

IEEE 802.11ah RAWM.  IoT devices without degrading 

network performance were analysis evaluated the feasibility of 

the coexistence of priority and nonpriority traffic [43]. 

 

performance analysis proceeds giving designed to the 

number of preambles and the greatest number of preamble 

transmissions in the real environment with 3GPP TR 37.868.  

the random-access response (RAR) estimation scheme 

submitted by Based on the outcomes. To appraise the 

performance, novel modules to simulate LTE's RA procedures 

developed because there is a limit when it contained a large 

number of devices in the real LTE module. an RA 

performance resolution simulator been are specified for LTE 

to give a high quantity of devices [44]. 

 

  A new IEEE 802.15.4 media access control (MAC) power 

administration design has been introduced that has reached the 

user-specified reliability by the smallest power using at the 

node. Via formulating the accurate packet service time, the 

reliability, packet queue overflow damages, delay, and power 

user of the node are explained. they have applied a three-

dimensional Markov chain and M/G/1/K queue to model the 

IEEE 802.15.4 MAC and on-node packet queue, sequentially. 

Moreover, they have produced an actual mathematical model 

to explain the results of constrained on-node memory for 

sensed data storage on the MAC layer performance. When 

measuring by simulations and the real-time testbed, the 

intended model has attained a precision of 97% and 94%, 

sequentially [45]. 
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Producing energy-efficient and delay-aware access is 

required for multiple expected cellular IoT applications. In 

cellular networks, before devices forward their data, they 

apply a contention-based association protocol, identified as a 

random-access channel (RACH), which includes extensive 

access delays and energy wastage as the amount of contesting 

devices additions. designing the performance of the RACH 

protocol is a challenging job due to the complexity of uplink 

forwarding that presents a broad limit of interference 

elements; a different mathematical framework has been 

introduced based on stochastic geometry to analyzes the 

RACH protocol and knew its restriction in the meaning of 

cellular IoT applications by a massive quantity of devices. The 

derived model deems for device density, spatial features of the 

network, power control employed, and mutual interference 

between the devices [46]. 

 

Owing to the exponential increase of the IoT, it is expected 

that the quantity of short IoT devices will advance 

expeditiously over the ensuing several years. Though, in the 

practical environment, such as IoT networks or systems are 

reduced to outside interference agents which usually occur in 

the damage of the system degree. In this research, various 

from generic RF EH system, anywhere just a source node data 

is transmitted by intermediate EH relaying node, they have 

weighed to forward the data of IoT relay node along by source 

node data applying non-orthogonal multiple access (NOMA) 

protocol in the nearness of an interfering signal to their 

respective destinations. Definitely, in the nearness of 

interfering signals, they have inquired the incorporation of two 

popular energy collection relaying architectures-time 

switching (TS) relaying and power splitting (PS) relaying by 

NOMA protocol for IoT relay systems [47].  

 

Chinnalagi et al. [4] Wireless sensor networks (WSN) are 

also named wireless sensors and actuator networks. Wireless 

sensor networks are used to monitor physical or environmental 

situations like temperature, sound, pressure, etc. IoT is the 

network of objects such as buildings vehicle devices etc. 

which are incorporated electronics software sensors that are 

used to collect and exchange data some of the topics in this 

study are medium access scheme, localization, deployment, 

network layer, QoS. They may dominate the issues by using 

the algorithm of SSNI (smart sensor network in IoT).  

 

Kim et al. [6] newly, thanks to the development of new IoT 

technology, the catastrophe prevention service that supports 

search and rescue survivors in the catastrophe area using 

robots and specific tools is seriously growing. The 

presentation of these new tools will support to improve rescue 

from danger operations about time and as well as make sure of 

the safety of firefighters. 

 

Although, the catastrophe area is very hard to approach yet 

and passes through it due to fall downs, barriers, and 

dangerous tools. In the article, they perform and implement a 

movability performance evaluation test-bed which may prevail 

in different dangerous conditions where a robot and specific 

tools can encounter while driving and passing them. As well 

as, the testbed accepts different IoT sensors to quantitatively 

analyze the performance. The test-bed is contained of slots, 

steady ramp, stairs, inclined planes, pipe passage, thin 

passage, water passage, etc. The level of difficulty for each 

path may be modified to provide a base for the performance 

ranking of the goal robots. 

 

El Kafhali et al. [13] as for the increase of IoT devices in 

the maintenance and improvement of physical health, 

especially through the provision of medical services by these 

devices, remote monitoring of patient healthcare has become 

normal. In a usual deployment, MIOT (Medical IoT) systems 

transmit patient information to a medical database where the 

information gets analyzed, saved, and made accessible to 

individuals. Doctors and nurses may achieve remotely to 

medical information saved in these medical databases which 

are usually located as a public or private cloud.  

 

The performance services have accessibility to the 

information in emergencies. The response time is one of the 

main performance standards. It's significant to deployment the 

medical databases in a cloud environment to reduce the 

response time. Besides, the Fog computing layer is used for 

storage and processing to minimize the response time. The 

study shows and studies how to minimize resources cost while 

the response time of medical information accessibility saved 

in a fog environment or cloud environment. The study 

suggests a queuing model to minimized fog and cloud 

resources and reduces the response time with SLA (Service 

Level Agreement). The results from their models present that 

the model has capable of achieving the computing resources 

necessary for health information services. 

 

Raymundo Belleza and Pignaton de Freitas [17] the 

increase of IoT devices creates many challenges for those who 

create applications for these IoT devices. Most of the 

applications have intense useless requirements that belonged 

to timing properties, which are serious worries that have to be 

dealt with. By RTOSs (using real-time operating systems), 

programmers handling real-time properties for supply local 

support. Some of the main tips for developing IoT software in 

these IoT devices, such as network communications and task 

synchronization, are now found a solution to provide real-time 

support. Besides, several RToSs suggest various degrees of 

support to several wanted real-time properties. The study 

shows a collection of benchmark experiments on the chosen 

open-source and dedicated IoT RToSs. The tests present that 

has no winner because each RTOS functions well, but the total 

conclusions of obtained results may be about the suitableness 

of each of them due to their performance evaluation. 

 

 The steady and speedy development in the quantity of 

heterogeneous IoT devices that populate normal life 

environments makes different questions to the complete 

utilization of the calculation, memory, sensing, and actuation 
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resources connected with them. Two different frameworks for 

container-based IoT service provisioning have analyzed, the 

one based on direct interaction among two cooperating 

devices and the other based on the propinquity of a manager 

controlling the services between cooperating devices 

producing a cluster. The measurements, produced by 

considering the limitations of generic IoT nodes, cast light on 

the actual feasibility of container-based IoT frameworks [56]. 

 

The pervasive selection of cloud in the IoT framework 

builds the underlying data centers to increase problems similar 

to the environmental carbon footprint and operational costs 

that arise from the large energy consumption of computing 

servers. Cloud Internet of Things (IoT) is a new model, where 

the conditions of IoT associated devices in terms of storage, 

data access, scalability, networking and computing, and 

complex analysis are solved through the use of the cloud 

computing infrastructure. The workload used for the 

evaluation is chosen to mean IoT applications, such as 

connected vehicles, wide-area measurement systems for the 

power grid, and smart meters for advanced meter 

infrastructure. Several works advanced virtual machine 

placement and task scheduling algorithms to decrease the 

energy consumption of the underlying cloud infrastructure. 

Any algorithm uses a different environment, experimental 

setup, power consumption model and workload for its 

evaluation, making it difficult to differentiate among them 

[57]. 

V. OTHER IOT PERFORMANCE 

In section 5, we present reliability evaluations, blockchain, 

and other IoT related applications.  

5.1. Reliability  

IEEE 802.15.4 link quality protocols perform poorly in the 

hospital environment in terms of reliability. To attain the 

optimal efficiency of these protocols, presented a fuzzy logic-

based solution using a rigorous experimental reliability 

assessment. they offer a solution via four phases: 1) know 

appropriate IEEE 802.15.4 protocols and validating their 

compatibility for sick monitoring systems via simulation in 

Castalia 3.2 with the OMNet ++ platform. 2) providing a 

precise Review and Detailed analysis of the link quality 

procedures used. 3) Preparing a real-time testbed to execute 

practical experiments to detect real link quality calculation for 

different hospital environments.  

And (4) suggesting a fuzzy logic system (FLS), that plots 

the consequences of experimental experiments with the 

suggested FLS to achieve optimal consequences. For 

experimental experiments, the hospital communications are 

break up into four environmental Sections including the 

interior, hallway, ward to hallway and ward to ward. Both 

static and movable scenarios are contemplated. various link 

quality threshold amounts are found for the Received Signal 

strength indicator (RSSI) and the Link Quality Indicator (LQI) 

for a diversity of hospital scenarios. In most scenarios, there is 

a strong relationship between LQI and packet acceptance, 

while a weak relationship is observed between RSSI and 

packet acceptance [38]. 

5.2. Blockchain  

Blockchain has presented a major potential in IoT 

ecosystems to build trust and general agreement Methods 

without third-party intervention. comprehension of the 

association between communication and blockchain, also the 

efficiency limitation on peers can simplify the design of a 

proprietary blockchain IoT system. A developed an analytic 

pattern for the wireless IoT system using blockchain. The 

geographical distribution of the node in the spatial domain and 

the amount of transaction entry in the time domain Both are 

points planed as a Poisson point process. 

 

 The first extract the signal-to-interference-plus-noise 

distribution, the success rate of blockchain transaction as well 

as the all-over throughput. According to the system model and 

the performance study, they design an algorithm to define the 

optimal deployment of the full performance node for the 

blockchain system under the criterion of using maximum 

transaction throughput. Finally, the suggested networks are 

examined with three normal safety attacks. Methods like the 

physical layer security to maintain system security in these 

attacks are presented and discussed. Numeric results confirm 

the correctness theoretic analysis and its optimal node 

deployment algorithm [22]. 

 

5.3. IoT Management  

 

    With improvements in IoT, network and system 

management are required to cause some of the systems 

connected to transition and collection data. IoT management 

shows the challenge to monitoring and controls diverse 

network elements, logical or physical, that support several 

protocols and QoS requirements. Diverse systems and 

interoperability are the main management challenges in IoT 

scenarios. IoT network management has a problem regarding 

the heterogeneity of platforms and protocols where a 

comparative is complicates to do because it needs more 

standardization.  

 

The study showed a study of open-source IoT management 

platforms using the most well-known IoT network 

management protocols taking into consideration real 

environments. For comparison, the real environment of an 

intelligent lighting system is used. The study shows qualitative 

and quantitative metrics. By the prepared data, Open Daylight 

(ODL) platform shows the greatest results according to the use 

of NETCONF and SNMP. It locally holds up IoT network and 

IOT systems management protocols. It is derived that modular 

platform is an ODL platform where it can configure the 

network management protocols suitably for any scenario, and 

it is a scenario with lowest response time and massive transfer 
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rate or a scenario that needs immediate management and 

energy-saving [12]. 

 

5.4. IoT Abilities and aspects 

 

IoT applications have a central role in IoT architecture; 

cause IoT applications to enable the expansion of services by 

end-users.  IoT applications differ in their abilities and aspects. 

Therefore, choosing between several programs maybe 

Worrying. This is especially true given the realities of no 

benchmark evaluation presently exist to compare and analyze 

several programs. The study makes an effort for open-source 

IoT programs to decrease the difficulties to develop 

performance evaluation. Particularly, the study assesses the 

scalability in throughput and response time and consistency in 

resource utilization and robustness [15]. 

 

5.5. Effective Communication 

 

       A wide collection of communication protocols was 

expanded to support the effective communication of IoT 

services. IoT services are considered to constrained resources. 

Whereof IOT devices requirement wireless connectivity and 

the systems mostly are remote. To achieve the network, they 

have to control with connections which are maybe irregular, 

unreliable and inferior bandwidth. A quantitative evaluation of 

IoT protocols in this kind of situation uninvestigated. The 

purpose of the existing work is to assess the performance of 

IoT messaging protocols under a limited wireless access 

network [16].   

 

          Besides the increasing notoriety of IoT services being 

used in various aspects of real-life applications, performance 

has shifted an urgent necessity. While the techniques for 

reliability increase such as virtual machine migration and 

improvement also have an important influence on end-to-end 

performance. they had purposed an auspicious way of 

reliability-aware performance evaluation for recoverable IoT 

services applying the modeling techniques of generalized 

stochastic Petri net (GSPN). Mathematical models expressing 

the dynamics of both server clusters and IoT systems, and 

quantitative summaries of performance metrics have presented 

[58]. 

 

          IoT ecosystem where various devices, protocols, and 

things communicate with each other through locally available 

gateways. The query becomes higher poignant when 

consumers depend on the protocol-specific upright silos that 

are engaged with the e-healthcare or consumer' wellness care 

domain in the IoT-based scenario, thus resulting in an unsafe 

system to be fail-affected by making queries for the 

consumers. To explain this problem, a best-seller IoT-gateway 

system intended that includes the heterogeneity view to 

ensuring interoperability by using the message queuing broker 

services to help in the consumer's wellness service 

provisioning for the consumers.  

 

        They had been completed the IoT-gateway and three IoT-

motes physically to establish a proof-of-concept e-health 

message service while meaning real-life pulse sensor, pulse 

oximeter sensor, and galvanic skin response sensors. In their 

research, they complete a best-seller interoperable IoT-

gateway test-bed that involves 2.4 GHz industrial, scientific, 

and medical radio signal, IEEE 802.11b/g/n and Bluetooth 

protocols to become seamlessly changed in interchangeable 

formats [60]. 

 

        The author showed more advanced two virtual IoT-motes 

and planted in the best-seller IoT-gateway hardware platform 

to simulate and test the possibility of further indulgence of 

more protocols to get connected with the advanced IoT-

gateway framework. The advanced IoT-gateway is tested 

against the different quality factors to compare with available 

gold-standards to match the quality of service for imagined 

consumers. The explosion of applications of the Internet of 

Things (IoT) wireless devices urgently requires over-the-air 

(OTA) performance evaluations.  

     

         However, the challenges mainly because the ubiquitous 

IoT device applications have made it necessary for OTA 

measurements to be operated in accurate, fast, and cost-

effective ways. This paper proposes a series of solutions for 

improving the standard OTA measurements to meet the IoT 

OTA requirements. For single-input single-output (SISO) 

terminals, three test techniques are introduced for speeding up 

their total isotropic sensitivity tests and improving the test 

accuracy. For IoT multi-input multioutput (MIMO) devices, 

the radiated two-stage (RTS) method is introduced.  

          

        The detailed theories are described mathematically, 

including the pattern measurement error elimination and the 

inverse matrix auto-solving. The advantages of the RTS on 

MIMO system diagnosis are outlined. Besides, a smart test 

system was introduced, which is suitable for a general office 

building. Both SISO and MIMO can be conducted in this 

chamber, resulting in great cost saving. Thus, with innovations 

on hardware and methodologies, the OTA evaluations can be 

accommodated and helpful for the IoT industry [61]. 

 

         Routing protocols describe an urgent point in the IoT 

scenarios following they are accountable for building routes 

and sending data packets between the network nodes. In this 

connection, the Lightweight On-demand Ad hoc Distance-

vector Routing Protocol - Next Generation (LOADng), is an 

emerging answer for IoT networks that notwithstanding doing 

enough for a mobile environment due to its reactive 

functioning yet needs in performance. In mobile IoT 

scenarios, the topology differences created by the passage of 

nodes does the work of routing protocols added difficultly.  

 

           Therefore, the current IoT routing solutions tend to 

present strong conditions and lower performance in these 

scenarios, generally needing multiple added improvements to 

better help the mobility of the devices [19]. Furthermore, a 
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low number of the control message is included, providing the 

nodes to refresh their routing table, yet with a low control 

message frequency. Besides, a novel routing metric is 

purposed for building routes based on the reliability of the link 

and closeness of the neighboring nodes.  

 

           The corrected report, LOADng-IoT-Mob, includes a 

mechanism that permits nodes to be informed of the 

availability of their neighbors by the harnessing of control 

messages. As research, these nodes can reduce routes and 

evade transmitting data packets into broken routes due to the 

movement of the nodes. The results obtained demonstrate the 

performance of the submitted solution in terms of packet 

delivery ratio, latency, and power and overhead efficiency, 

with a slight addition in memory using and introduces a 

different solution to heighten the performance of LOADing in 

mobile IoT networks. Lastly, through computational 

simulations, the performance of the LOADng-IoT-Mob has 

been examined below many scenarios that have been changing 

the network size, the number of mobile devices, and the 

highest nodes' rate. 

 

        Narrow band-Internet of Things (NB-IoT) has lately 

married the low power wide area network community 

(LPWANC). It is intimately connected to Long Term 

Evolution (LTE), of which it receives several of the features 

that undoubtedly discover its treatment. they result have 

empirically explored the boundaries of this technology, 

examining from a user's point of look dangerous features such 

as energy consumption, reliability, and delays. they have 

proved that its performance in terms of energy is comparable 

and even outperforms, in any case, an LPWAN reference 

technology like LoRa, by the combined profit of guaranteeing 

delivery. Though the large variability had remarked in both 

energy expenditure and network delays name into problem its 

fitness for some applications, especially those subject to 

service-level agreements [59]. 

 

        HTTP has been extensively used for data transfer. 

Although, IoT in networks, this protocol due to a large 

overhead. To explain this problem named based transfer 

protocols have been expressed, a type of named based transfer 

protocol is MQTT. The study compares HTTP with MQTT. 

Besides, the study offers MQTT for effective performance 

[19]. 

 

      The service function chaining for the implementation of 

flexible and economical virtual network infrastructure for IoT 

is becoming more and wider. Using the benefits of SFC, IoT 

service providers can be based on their business logic, direct 

massive traffic through sequences of heterogeneous virtual 

network performance patterns. SFC is seen as an appealing 

solution to creating a virtualized IoT private network. To 

realize the sharp rise in IoT traffic and the variegation of IoT 

traffic needs, it is essential to execute the performance and 

resource-aware SFC orchestration system.  

     

          Due to this, studies have provided a novel linear 

programming method and an effective estimate optimization 

algorithm for the SFC orchestra, to obtain performance 

guarantees while abstaining resource unemployment. Based on 

the suggested method and algorithm, a new pattern system 

called performance and resource-aware orchestration system 

of SFC for IoT (PRSFC-IoT) is constructed on OpenStack for 

SFC Online Orchestration. Numerous simulation observations 

show that PRSFC-IoT is better than the existing solutions for 

the SFC orchestra in IoT [41]. 

 

         The industrial IoT paradigm encompasses all the 

components needed to realize predictive systems, such as 

anomaly detection systems. In this case, the purpose is to 

detect schema, in a given set, that is not similar to "normal" 

behavior, to identify errors, defects or bad maintenance 

effects. It is very common to use intricate neural networks to 

implement deep learning algorithms to detect malformations. 

Deep learning algorithm position is one of the major 

problems: High computing power and data bandwidth are the 

requirements of this type of algorithm and raise serious 

questions about the system's capability. Data processing at the 

edge domain (for example close to the device) usually 

diminishes data transmission but requires the urgent need of 

expensive physical assets. Cloud computing is usually 

cheaper, but cloud data transmission is costly [34].  

 

         To address the mentioned challenges, X. Li among 

others firstly reveals that due to the variety of confined 

resources in IoT systems and competing services 

requirements, there is a problem of cost-performance 

exchange. secondly, they suggest a nonlinear optimization 

pattern that assaults the resource assignment difficulty. In this 

resource constraint and service order, this pattern search to 

maximize the proposed IoT cost-performance ratio. They then 

realize that this difficulty can be remedied as a quasiconvexity 

magnification difficulty.  

 

         They reduce the main difficulty to a pseudo concave 

maximum difficulty and thereby identify a local solution, 

which proved to be accurately the favorite global. so, they 

suggest a practical orientation pattern and design the 

commensurate algorithm to provide the optimal solution. 

Finally, they supply a numeric instance to illustrate the 

theoretical results of resource assignment and the suggested 

algorithm for cloud computing Grounded IoT systems. Their 

numerical results and approaches presented can serve as 

guidelines for resource assignment and management, 

computational planning, and network protocol design in IoT 

cloud infrastructure [26]. 

 

          Short-range radio technology, an important part of IoT, 

is used to enable local area networks. Version5 of Bluetooth 

Low Energy (BLE) recently developed by the Group (SIG) 

claims to be more suitable for IoT applications. However, the 

absence of a system-level simulator and the intricacy of the 

BLE 5 protocol prevent detailed analytical Research of this 
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recent technology. For this purpose, B. Badihi et al [25] have 

developed a comprehensive system-level tool to simulate 

BLE5. they have created several of the greatest significant 

features of BLE 5 and important features of BLE 5 and the 

results are discussed. They analyze the BLE 5 with a novel 

physical layer (PHY) from a network view by analyzing 

packet error rates, end-to-end latency, battery life, and 

throughput in an open office circumference. for this purpose, 

they check network scalability for various PHYs. The 

consequences show that in this investigation, the encrypted 

PHYs perform poorly when combusting the network.  

 

         Grant-free multiple access is considered as a key element 

to support the sprawling traffic caused by great IoT. In the 

GFMA protocol, each IoT device transfers data packets from 

the base station free of charge via pre-booked link resources. 

Packet collision occurs naturally when multiple IoT devices 

transfer packets using the same radio source, but the collision 

effect reduces with the multi-packet reception feature of the 

base station. Since some Reviews have centralized on getting 

better the performance of physical layers, for example, bit 

error rate, it may be hard to supply some intuitive insights 

from the MAC layer as some IoT devices Scattered generate 

uplink packets and effort to GFMA.T. Kim and B. C. Jung 

[31]  fully examine GFMA from the MAC layer perspective. 

They propose an analytical structure based on the Markov 

chain to obtain GFMA performance in terms of probability of 

packet Correct transfer, ergodic throughput, and delay in 

access. Through simulations, they confirm their analytical 

framework and acknowledge the need to adopt the MPR 

method to support large numbers of IoT devices creating 

sparse traffic. 

 

         One of the important options in using the Low Earth 

Orbit (LEO) constellation to deploy a wide-bandwidth 

Network with low-bandwidth is frequency synchronization. 

The use of an accidental access-based link resolves this 

concern, but it also avoids delivery guarantees and shows less 

predictable performance. S. Cluzel et al [40] estimate bit error 

rate (BER) and packet error rate (PER) using physical layer 

abstractions under an accidental time and frequency accidental 

scheme, that is to say, time and frequency Aloha. They first 

derive a BER calculation for a QPSK transfer without code 

with one collision. They then use the 3GPP LTE NB-IoT 

coding scheme. They analyze interactions that can be created 

using duplicate coding and suggest efficient encapsulation to 

improve decoder performance. in the end, to assess a PER for 

each random scenario, they suggest a physical layer 

abstraction, which depends on a signal-to-noise ratio (SNR) 

calculation that depends on cross-information. 

 

          The proliferation of digital devices in the oceans and 

seas of the world has become a reality and is the basis for 

complex operations such as freight transport or fish farming. 

This illustrates the significance of marine areas also the 

increasing request for reports and information in remote areas 

communications are usually cut off from standard internet or 

rely on expensive satellite solutions. D. Palma [23] presents 

the integration of very high frequency (VHF) with IoT 

protocols, for example, using constrained application protocol 

(CoAP) and IPv6 on Low consumption wireless private 

networks, Interoperability between existing marine systems 

and the Internet is provided.  

 

          The test set is evaluated under different settings using 

different settings. Moreover, an analytical evaluation of the 

reliability of the solutions is presented. The results confirm 

and show that using IoT protocols through a VHF link is a 

better approach than IPv4 based solutions. The evaluation 

shows that adjustments in the application layer (eg, the size of 

the CoAP block in Block-wise transportation), in restricted 

settings, strongly affect the overall performance and reliability 

of the system. This will provide new IPv6-based marine 

solutions to ensure sustainable and ICT pandemic 

development even in the most remote areas. 

 

          Sensors are used to sensation physical state information 

in IoT. S. Liu et al [24] present the selection mechanism for 

the entity main features, which is a method of selecting 

attribute data and is based on dynamic sensor quantitative 

data. SMEF is a feature data selection method that removes 

unrelated attributes using the attribute matrix. Uses an 

improved Relief algorithm(iRelief) for computing attribute 

data relevance and the table for the storage of three entities, 

models, and attributes for calculating dynamic attribute 

weights. Empirical conclusions presentation that the similarity 

search algorithm can reduce data transfer and storage costs, 

improve the average search accuracy by more than 10% and 

also increase the search speed. 

 

          W. Lin and T. Matsumoto [30] analyze the limitations 

of collective communication in wireless sensor networks 

(WSNs) to use analytical results for practical applications, 

such as IoT. watching an early sensor does not necessarily 

have to be reconstructed without harm until the system can 

make correct discernment and actions. First, they perform a 

theoretical analysis to find the intrinsic constraint in the region 

of distortions of realizable rates for debilitating 

communications with helpers.  

 

        The numerical results correspond exactly to the Wyner-

Ziv theorem when there is only one auxiliary link without the 

rate limit in the auxiliary link. Then, they provide encryption 

and joint decryption program for collective communications 

on WSNs. Besides, a series of simulations are performed to 

evaluate performance and verification. however, there is a gap 

between the theoretical results and the simulation results, the 

performance curves show an alike tend in terms of signal-to-

noise ratio versus bit error rate.  

 

        The most effective feature components of the IoT 

network is the network interface, as it is a traffic 

Centralization. so, the development of such networks mostly is 

contingent on its capacity. J. R. E. Leite et al [32], aiming at 
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creating constraints, provide a simulation model and analysis 

of traffic performance to enhance the capacity of an IoT 

interface created by IoT-connected devices. The simulation 

method is based on both separate events and Waypoint 

stochastic simulation for an AdHoc network with clusters and 

motion effects. This model can estimate the amount of 

inbound and outbound traffic for each cluster and the IoT 

interface. The suggested simulation method is comprehensive 

in the sense that several properties of intricate IoT systems 

containing intermediaries, gateways, Necessary nodes, 

Internet connectivity as well as various types of IoT traffic, for 

example, samples generated by RFID labels and sensor 

systems. 

 

          F. Banaie et al [33] activate a restricted application 

protocol that activates the multi-purpose IoT Internet gateway 

and enables fast and secure access to big data on IoT domains. 

They consider a proxy memory policy to speed up the delivery 

of content from sensor data while reducing the power 

consumption of the corresponding nodes. They suggested a 

selective storage policy that, in addition to updating IoT 

nodes, sends resource validation requests upon request. They 

also define an analytical method for appraising the 

performance of the IoT gateway under different traffic 

conditions to appraise the quality of service constraints. The 

suggested method is appraised on low-power wireless / IEEE 

802.15.4 clusters via single-hop IPv6. Performance appraises 

demonstrates the effectiveness of their model in delivering 

rapid response and decreasing the energy utilization of 

resources.  

 

          The notion of IoT to junction everything to the Internet 

is ambitious and destructive. Its marketplace is favorable and 

data-centered, which is stored and processed in a software 

Famous as IoT middleware. M. A. A. Da Cruz et al [35] 

present the results of a quantitative comparative study that is 

existing through the comparison of five middleware solutions 

in five different scenarios in the literature. Such a result was 

conceivable through PROMETHEE, a multicriteria decision-

making method (MCDM). They also approve that the best 

solution pertains to the benchmarks being prioritized in a 

given scenario. The results were analyzed in comprehensive 

and concluded that MCDMs is useful when selecting the 

premier middleware platform for deploying a given IoT 

solution. Orion (a project of Fiware), InatelPlat, and Sitewhere 

are platforms systems that did better in the study.  

 

         Developing limited devices for IoT offers many 

challenges for software developers who create applications on 

top of these devices. Many applications in this domain have 

serious non-practical requirements related to scheduling 

features, which are important worries that need to be 

addressed. Using real-time operating systems, developers are 

more productive because they provide indigenous support for 

real-time features. certain key matters in software expansion 

for IoT on these limited devices, such as work synchronization 

and network communications, have been resolved with this 

support in real-time.  

 

         However, various RTOSs present various levels of 

support for the various features requested in real-time. 

Looking at this aspect, R. Raymundo Belleza and E. Pignaton 

de Freitas provides a set of criterion tests on open source and 

dedicated IoT-focused RTOS. The criterion results show that 

there are no definite winners, as each RTOS performs well on 

at least some criteria, but one can conclude that each of them 

is appropriate in terms of evaluating their performance in the 

results.  

 

          It is well known in the 5G wireless network that 

coverage enhancement is an effective feature for massive 

machine type communication (mMTC) and IoT, etc. These 

program scenarios also introduce a frequent transfer 

mechanism to increase coverage. So, F. Li et al [27] have 

suggested a new supplementary generalized frequency 

division multiplexing (GFDM) plan. They first analyze the 

Ordinary GFDM interference pattern and then suggest 

situations for eliminating inter-carrier interference (ICI) 

concerning the interference pattern. In this case, they have 

designed a pulse forming filter compatible with Ordinary 

GFDM to combat ICI. after, they analyze the result of this 

technique on the Signal to Interference Ratio (SIR). The 

simulation consequences show that this repetition plan 

performs better than the conventional GFDM plan.  

 

         IEEE 802.15.4-2015 MAC  lately it is suggested that 

introduced access to new prioritized contention access (PCA) 

for the transmission of important packets with low channel 

delay latency, compared to the carrier sense of multiple 

collision avoidance (CSMA / CA).M. P. R. S. Kiran and P. 

Rajalakshmi[28] first suggest a Markov chain-based analytic 

pattern for non-fragmented CSMA / CA and PCA for 

industrial utilizations. This non-fragmented pattern is more 

extended to obtain the analytic pattern for the slotted CSMA / 

CA and PCA. The main underscore is on comprehension PCA 

performance compared to CSMA / CA for various traffic 

classes in industrial applications. Performance analysis shows 

that split PCA reduces delay and power consumption by 

63.3% and 97%, respectively, compared to CSMA / CA slots, 

whereas non-fragmented PCA has reliability with a 53.3% 

delay reduction and 96% power reduction compared to non-

fragmented CSMA / CA without significant loss. 

 

Conclusion  

 

        In this paper, we presented a detailed comprehensive 

study on the main performance of IoTs. The main IoTs have 

been further examined and analyzed, like a case, for example, 

IoT security, IoT congestion control, IoT flow control, IoT 

energy consumption efficiency in different aspects of the 

computing. The summarized table of the IoT performance 
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evaluation can be used by researchers in developing models 

that solve the presented current technological issues. 

According to studies on various aspects of IoT technology in 

the area of security challenges, media access, large volumes of 

reliable and reliable data transfer, flow control and more. 

Much research has been done and useful solutions have been 

proposed to increase efficiency and energy management, but 

there are still new challenges that need further research due to 

new technologies such as cellular networks. 
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